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Abstract

With the adventof moreandmoresmalldeviceswith network-
ing capabilitiestheinterestin their secureself organisatiorhas
grown. Thesadevices— smartletaswe namedhem-mayhave
multiple transientownershipsand the resultingtrust environ-
ment can becomequite complex. Our papertakesa look at a
ctious next generatiorcasincandsomenecessarpardwareas
anillustration, and examineswhat operationgsuchas crypto-
graphicallysecuregroup managementyould becomerelevant
in solvingthe problemsobsenedthere.

1 Intr oduction

With new researchnitiativessuchasthe sixth framework pro-
grammeit becomesiecessaryo review previously focusedar
easandobsenetrendsfor futuredevelopmentFor wirelessper
sonalareanetworks (WPANS), we give someexamplesof elds
of recentinterest.We will proposesolutionsand discusshow
futurework in WPANSs couldtake shapeandwhich issuesamust
notbeoverlooked.

We nameonly a few elds that stirred considerablanter-
estin the recentpast: (a) Sensornetworks: passve network
nodes, recordingdatawhile being pushedaround; (b) Smart
dust: millimeter-scale,mobile devices containingsensorsac-
tors and communicationscapabilities[2]; (c) Wearable net-
works are emeging in our clothes; networks exist between
nodeson one person(body areanetworks) and betweenper
sonsthatmove aroundandmeet;(d) Smarttokenssuchastags,
cards,donglesjetons,etc. They will be usedto enhanceother
devices(e.g. SIM), performsensitve operationshelp manage
or remembercomplex con gurations;(e) Applicationspeci c,
single-purposesmartlets suchasfridge magnetshat compile
shoppindistsandtalk to yourmobilephonewheneeryouwalk
by.

Other“small” digital gadgetsuchasmobile phonesmedia
players,camerasPDAs, etc. still tendto be managediirectly
by theirowners However, thereis nodistinctline betweerthese
classe®of device andonecould expectto seemoredevicesthat
work togetherand sharenewly createdservicesamongeach
other Generally all theseexamplesare part of penasive com-
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le.g.thefactoidproject[3] tried to extendthis to "rememberevery pieceof
informationa personencountersiuringhis entirelife.”

puting and networking, or in its nal consequencehey will
form theambientintelligencelandscape.

Whenwe look atthesenew elds of researchwe recognizea
focusonroutingin ad-hocnetworks,interconnectiorwith x ed
networks,physicallayer/transmissioissuesandsometransport
problemsis recognized Besides,for specialpurposedemon-
stratorsand prototypesinnovative customhardware hasbeen
built.

What has beenneglectedso far is the aspectof securing
suchalandscape¢hatwill andhasto becomencreasinglyself-
organized.This will happenbecausef (a) the network nodes
(“smartlets”)sheerquantity; (b) their continuousshrinkingand
physicaldisappearanceind (c) the dedicationof simplefunc-
tionsto singleor groupsof smartlets.

To keepupwith managingall thedigital stuff aroundoneself,
grouppoliciesandtaskshave to bede ned, insteadof trying to
controlthe behaiour of singlenodes Network managemernin
theclassicakensas nolongerpossibleandcon gurationof the
network andnodesmustbe performedwith no or only limited
humaninteraction startingfrom averyfew trustedcomponents.

In suchernvironments securityis the next driver sincewe do
not want arbitrary peopleto play aroundwith our smartletsor
evenworse,we needsomesecurityservicesn placeto prevent
intentionalmisuseof thelittle helpers Speci cally we need:

Authenticationfor sourceidenti cation of new members
in agroup;

An opaguechannelo exchangesensitve data;

Integrity in potentiallyhostileernvironments;
Defenseagainsimaliciousattacksandrogueusers.

As thoseservicesare typically achieved by cryptographic
primitives, keys will be used,and thesekeys should be dis-
tributed and maintained as we are considering groups of
smartletswith frequentlychangingmemberships.

Someof thesesystemscanreliably performgrouptasksun-
dernormalconditionsandareresistanto failureof singlegroup
memberdecausef their distributed structure.However, such
built-in reliability is not sufcient when groups of network
nodesare underspeci ¢ attacksor whennetworks are denied
of theirregularservices.

A promising approachto supportsecureself-oiganization
goesbeyond classicalsecurityservices(i.e. PKI) by employ-
ing the servicesof dynamictrust and reputationmanagement
systems.

The next sectiongives a descriptionof the CAS NOpg sce-
nario with simple and advancedoperationsThenit continues
with the motivationfor groupoperationsandthe protocolsused
to drivethem;in Section3 we assesthecurrentstateandfuture



Figure 1: Prototypejeton with network nodeand radio inter-
face(left); commerciaradiomodulecomparedo a2 Eurocoin

(right).

developmentsof cryptographicsupportin very small devices,
network technologieandgroupprotocols Finally, conclusions
andfuturework arediscussedn Section4.

2 Smart Jeton Scenario

We introducea scenarichatis not science- ction-like in terms
of physicalrequirementdut onethatintroducesall basicprob-
lems occurringin dynamic groupsof small, mobile network
nodesin unfriendly ervironmentslt is a (physical)casinothat
is run by traditionalrulesbut hassmartjetonsthat featurefull
wirelessnetworking capabilitiesln amoregenericformulation
it is theideaof combinedphysical/virtualcastf. Sucha combi-
nationhasall theadvantage®f tangiblecurreny andallows for
new applicationssuchasreloading tracing,counting,andtheft
prevention.

Althoughthis scenariamight not yet seemcommerciallyvi-
ableit canbe developedasa prototypewith componentsvail-
abletoday The hardware systemshown in Figurel measures
about40 mm in diameterand includeseverything from the
batteryto the small customapplicationprocessoithat imple-
mentssimplenetworking functionality. In addition,theapplica-
tion processofeaturesdigital andanalogsignalsthatareused
to connectsimpledisplayandsensorgor on-tablepositioning.

It hasto benotedthattraditionaljetonswith securityprinting
(UV, hologramsijnlays, microprintingetc.)andserializechum-
beringhave provento be highly counterfeitresistantNeverthe-
less thegamingindustrywantsmore e xibility andis exploring
adwanceswith passivgetonsthatallow for somelimited storage
of informatior?.

2.1 Operationsin the CASNOpq

The requirement®n this jeton software are manifold and are
describedelow by its behaiour. In the casinoscenariove dis-
tinguishtwo categoriesof operations:

2Also proposedor legal tenderwith high denominationby the European
CentralBank.

3For example, Philips is producinga "Vegas™\ersionof the Hitag RF-ID
transpondefor gamingapplicationslt is operatingat 125kHz andcomeswith
amemorysizeof 256 bytes.

Figure2: Exampleof a RouletteTable.

Classicalopemtionsencompasbasicveri cation andval-

idation of jetons.Readingthe valuesis usedfor counting
andsorting. Writing “earmarks” to the jetonsallows for

more advancedapplicationssuchascheckingthe validity

date,addinga group's or client's nameor even bet track-

ing. Lastbut not least,basicveri cation is usedfor secure
exchangeof cashinto jetonsandvice versa.A partof the

operationds depictedin Figure2 for the exampleof one
roulettegametable. The table hoststwo playersA andB

andthe bankthroughthe croupier The playersplacetheir

betsandtheroulettewheeldravs Red23. Thelargestpart
of the jetonsgoesto the bank.Only the numericbet on

“20-24" andthebetson“2nd place”and"“red” arewinners
for player B and A, respectiely. They are paid together
with thebetgainissuedby thebank.In this processtheje-

tonsmustbeableto communicateheir betto thetableand
mustbe veri able aslegitimatejetons.Finally, they must
supportownershiptransferfrom the bankto a playerand
vice-versa.

Advancedperationsallow for jetonsto interactwith other
jetons,the gamesandthe ervironment.Someof the smart
jetonscanthenexchangdnformationaboutthegamesand
the ervironment, e.g. statistics,information on rules that
may changedynamically fairnessobsened, software up-

gradesgtc. Suchinformationis alwayssignedandforms
the basisof the reputationsystem.This dynamictrustre-



lationshipsstandin contrastto theinitial, statictrustrela-
tionshipsgiven by players,employeesof the casino,and
other smart jetons that blend into the background(see
Section2.3). The conceptseededo implementthesead-
vancedoperationswill be explainedbelow in Section2.2.

2.2 Smart Jetonsin Groups

For mostof theadvancedperatiordescribedn Section2.1, the
smartjetonsshouldactin agroupmanneyi.e. noteachindivid-
ualjetononthesamebetshouldinteractwith thecasinosystem,
but all jetonsof the sameplayeron the samebet shouldbe ad-
dressedasthe smallestsingle entity — the betgroup aswe call
it.

Additional groupsare also formed for easeof usein the
casino:All jetonsin the samegameregardlessof the bet are
groupedn thetablegroup®. All jetonsof thesameplayerarein-
sidetheplayergroup®. And nally all jetonsactivein thecasino
gamesarein the casinogroup.

Thereby we introduce the conceptof multi-owneship a
smartjeton may belongto differentgroups,i.e. it is ownedby
different groups.We illustrate this conceptby describingthe
group membershipsn an example CASNOpg as depictedin
Figure3:

Theplayergroupof playerA attheroulettetabledepicted
on the left-handside consistsof all greyish jetonson the
tableandin his pocket. Theblackonebelongto the player
groupof playerB. Typical operationsn thesegroupsin-
cludeearmarkingandcountingof values.
Thebetgroupsonthetableplay animportantrole afterthe
draw. In our exampleof aroulettetable,the bankmustde-
terminein a fastmannerthe winning and loosinggroups
respectiely aftera drav. The betgroupsbelongasmem-
bersto eitheroneof thetwo. Theloosinggroupis moved
to the bank,i.e. they leave the playergroupandbecome
membersof the bankgroup. The membersof the winner
group are addedthe gain accordingto the parameterof
the bet andreturnto the respectie player their bet. The
betgroupformsaneasiemanageablentity for theplayer:
Insteadof issuinganorderto eachoneof the smartjetons,
this ordermustonly be sentto the betgroup.E.g.6 jetons
onbet“red 16” shouldbe movedto “red 19" or the value
of this betshouldbeincreasedrom 20 Eurosto 60 Euros,
tablelimit permitting,etc.

The table group is importantfor the correctandfair play
assuringhatnojetonsaremovedafter‘les jeux sontfaits”.
The otheroperationson this group after the drawv process
werediscusse@bore.

The casino group assuresthe administration of the
CAS NOpg: Ononehand,the performedoperationsn this
groupallow for statisticsand planning(which gamesare
popularat whattime, which betbehaiour existsin which
games)Ontheotherhand throughtrackingoperationghe
organisationakecurityis ensuredi.e. fraud andtheft pre-
ventionis implementedhroughoperationsn this group.

4This groupeaseshe gameoperation.

5Thereby the playercanbettercontrol his possessiongn the otherhand,
theinteractionwith thecashielis mademoreef®cient(no countingof individual
jetons,the groupperformsthis countingin a counterfeitresistanmanner).

6Thesegroupsform togetherthetable group explainedbelow.

The groupsdescribedequiremethodssupportingratherdy-
namicandpotentiallyvery fastmembershighangesTo be op-
erationalin the CAS NOpg, the operationsandthe membership
changegequiresecurityservices:authenticationcon dential-
ity andintegrity to namegjustthebasicones.So, nally, in order
to becomeoperational we needa secure dynamicgroup key
managemergchemesuitedfor multiple, interconnectegroups
andfor low enddevices—thesmartjetons.

2.3 Trust Relationships

In the CASNOpg, one has several competing entities. The
casino,its croupiers,andthe customershave con icting eco-
nomic interests,and the existenceof the groupsoutlined in
Section?2.2 illustrate this nicely. However, eachjetonis under
partial control of eachof the competingentities at the same
time, and both the patternsof control andthe controlling en-
tities changeThis makesfor interestingrustrelationships.

From an economicperspectie, the casinos businessmodel
relieson accountabilityi.e. its goalis to maximizethe jetons'
utility to the casinowhile minimizing thethreatshy bothstupid
andmalicioususerslt will trustits customerdo buy thejetons
and thus obtain the right to participatein games(andwin or
loosejetons).It mayalsoallow onecustometto handhis jetons
to anothercustomerdirectly, andit will wantto allow bothits
customerandits croupiergo verify thevalidity of ajeton.The
customettruststhe casinoto honorhis jetonswhenhe collects
his gains(if ary) lateron, andhetruststhe croupiersto runthe
gamefairly, accountingfor the placedbets,and compensating
themby theright amount.

Fromadifferentperspectie, thejetonitself trustsall parties
known to it sufciently to prove its identity andauthenticityto
them. It trustspeerjetonsowned by the samecustomersuf-
ciently to re-n@otiateits facevaluewith themif the customer
sowishes,andit truststhetable (andthusits croupier)to han-
dle ownershiptransfergo andfrom the bank,andbetweercus-
tomers.

In the classiccasino,mostof theserelationshipsarerealized
by contractualagreementtrust, and belief. They are enforced
by control, monitoringandauditing.In the CAS NOpg, we can
replacesomeof thosewith explicit cryptographianechanisms.
Therebytrustby implicit beliefor contractuabhgreementanbe
madeexplicitly dependenbn the securityof e.g.group man-
agemenprotocolsandcryptographigrimitives.

This couldevenbetakenasfarasmakingthejetonsanagent
of the customerin tracking the complianceof the casinoto
agreed-uponules.While thecasinowill trackjetonmovements
to understand¢ustomebehaiour andprotectagainsfraud, the
customermay want to have jetonsto keeptrack of table be-
haviour, andthusensurethat casinoandcroupierareboth run-
ning a straightgame.One customermay even certify this to
othersvia hisjetons(or anout-of-bandchannel)therebygiving
riseto areputationsystemwhich evaluatescasinobehaiour.

Thetypicalthreatshatour CAS NOyg ervironmentfacesare
impersonatior{e.g.theintroductionof fraudulentjetons,or the
ursurpingof a customergetonsby anothercustomer)denialof
service(by disruptingcommunicatiometworksin the casino),
andthebreachof con dentiality (e.g.onecustomerguring out
theamountof chipsthatanothercustomeiowns).
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Figure3: Groupsin CAS NOpg.

3 Implementation Issues

Although we choseCAS NOyg asa scenariothat can be built
asa prototypesystemtoday it is worthwhile to review the ba-
sic technologycomponentgor groupsof securesmartletswith
respectto cryptographicrequirementspetworking technology
andgroupprotocols.

3.1 Platforms and Cryptographic Systems

Oneof thebasicideasof CAS NOyg is to replaceajeton's phys-
ical security featureswith the securenetwork identity of the
smartlet.The costof both approacheareexpectedto be about
equalin 2-3years.Theadwantageof thesecurenetwork solution
is to allow more,new and e xible applications.

It is importantthat the smartletsare still securedby basic
physicalpropertiesthat are hardto forge or copy. Fortunately
tamperresistancas fairly advancedn smartcardchiptechnol-
ogy and can be reusedin this contet. In addition, read-only
hardware with long, unique serial numbersfor identi cation
andtrue hardwarerandomgeneratorshouldbe presentFor ba-
sic platform support low powerconsumptiorwhenperforming
comple calculationds requiredand memoriesandbandwidth
have to scaleto the numberof groupmembershipshatapplica-
tionsrequire.

Basic cryptographic opefations are neededin smartletsto
supportfast group operations.When we considerthe exam-
ple of a winner groupwhich forms afterannouncinghe result
anddisappearsa few seconddater, we recognizethe needfor
low-lateng/ encryptionand authenticatiorfunctions.In group
communicationghis meansthat at leastsymmetrickey gener
ation and encryption,DH key-exchangesPK signatureqe.g.
DSA) and messageligestalgorithmsmust be provided with
a turn-aroundtime in the millisecondsrange.Consideringthe

“expensve” operationssuchas signingmessagesccelerators
mustbeused.Hardwareimplementationsf thesefunctionsnot
only speedup calculationsbut mayalsohelp save enegy when
smartlethave no externalpower sourceavailable.Chipreales-
tate and power can be further saved by providing small-scale
versionsof e.g.public key operationsSucha systemwouldn't
protectonefrom anagengy attackonone'ssecretles but could
be sufcient for a players'groupbetstatisticsthatbecomesn-
valid aftersomesecond®r minutes.

Commerciallyavailable systemssuchas smartcards,iBut-
tons,or next generatiorRF-IDs, alreadyprovide someof those
features.More e xible systems,e.g. basedon con gurable
logic, will enterthe scenen the next few yearsandwill allow
for a more ne-grained control over the functionsneededIn
addition, combinedcommunications/controlleplatforms will
startaddingcryptofunctionalityto their systems.

3.2 Network Technologies

With the investigationof smartdustand otherextremely con-
straintapplications fundamentaliscussion®n physicallayer
communicatiorarise Basically therearetwo ways:(1) Optical,
line of sight communicationsvas proposedor its low power
requirement$ut thetechniqudeavesotherpointslik e address-
ing and communicatiorwith hiddendevicescompletelyopen.
(2) Radiofrequeng (RF) communicationsvith groupsof net-
work nodeswithin radio cells. This is well known and suited
modelfor group communicationsut it requiresconsiderable
peakpowerfor thesmartlets.

However, in the CAS NOpg andsimilar scenariossmall bat-
teries,inductive or other alternative power sourcesare possi-
ble solutions.The RF approachis clearly favored becauseof
ervironmentalrequirement&ndthe needto communicateesf -



cientlyasagroupevenatthephysicallayer. Thefollowing gives
anoverview of existing andfuture WPAN technologies:
WPANSs for cablereplacemen(Bluetooth),
MultimediacapabléeNVPANs basednfuture802.15.3igh
rateandUltra-Wide-Bandstandards,
WPANSs for low-ratecontrolapplicationgZigbee)suchas
sensorsjnteractive toys, smart badges,remote controls,
andhomeautomation,
VariousRF SystemssuchasWirelessUSB’ with similari-
tiesto cablereplacemen&ndcontrolapplications.

Now, whatis really neededrom the network to supportse-
cure,dynamicgroupapplications?

A low-lateny physicallayer and e xible MAC level ad-
dressings needed.

Multicast supportat MAC level to reducecompleity at
higherlayers

Mobility supportacrosdifferentcellsusing(hierarchical)
mobile|P

Micro mobility WPAN featuressuch as scatternets or

meshedo supportfast,local movements

Groupsat the network layer mustresultasa commonin-

terfacefor applications,even for systemsusing different
WPAN technologies

Low power operationmustbe supportedwhile smartlets
arein active groups.

Early experiments,e.g. using Bluetooth as an underlying
technologyhave shawvn thatlimited multicastsupportandhigh
latengy network accesgprevent the useof dynamicgroupsat
all. Evenfor morestaticsecuregroupsJow lateng is important
becauseét addsto thetime neededo authenticatenew groups
members.

Generally systemswith a simple, contention-basedAC
layer and native multicastsupportare expectedto t the bill
muchbetterthansystemghatarebuilt aroundunicastaddress-
ing, connectionsand enumerationrschemeghat exceedsome
tensof milliseconds.

Finally, the costof sucha solutionshouldbe comparabldo a
smartcardwhenconsideringoricesfor casinojetonsthatrange
from sometensof Eurocentdo very few Euros.

3.3 Group ManagementProtocols

One crucial elementfor small devicesis the creationand dis-
mantlingof groupsthat mirror the actuallyvalid trustrelation-
ships.While it is perfectlyfeasibleto make eachdevice haveits
own identity, andprovide it with a public/privatekey pairin a
tamperresistanervironment,public key cryptographyis avery
expensve way to insurecommunicatiorsecurityfrom a com-
putationalperspectie, andit is not alwaysnecessaryOneway
to reduceoverheadwould be to introducecomputationprox-
ies for the smartlets,anotherway is to use more lightweight
cryptographicoperationsvherever possible Groupingdevices
accordingto trust relations(creatingtrust domains),and then
performingoperationswithin thesegroupsallows usto exploit
recentadvanceroviding suchlightweightprotocols.
Thefollowing exampleshows thatasymmetriccryptography
canstill playasigni cant role, whenusedcarefullyin the small

"This proprietary systemis a 2.4 GHz frequeng hopping radio with a
CDMA MAC layer Thetechnologyis not standardized.

device. Considerthe problemthat the smartletand the casino
may want to talk to eachother securelywhen the customer
handsthe smartletsbackto the croupier or whenthe customer
passeshedoorto exit the casino.Casinoandsmartletcansim-
ply usea sharedsymmetrickey to communicate- if away can
be foundto corvey sucha key to the smartletbeforehandOne
way would be to seedthe smartletwith the public key of the
casino.Since(e.g.in RSA) signatureveri cation is muchless
expensve thansignaturecomputationthe casinocanestablish
andrefreshthe sharedsecretbetweeritself andthe smartletby
conveying it over a securelink (i.e. physical contactson the
smartletorin anelectromagneticallghieldedroomsuchasthe
vault). Thiskey is signedby the casino thusmakingit impossi-
ble for anybodyto impersonatéhe casinotowardsthejeton.
Onceacustomercquiresasmartletthecasinocanintroduce
thatownerto the smartletoy giving it theowner's public key, or
signingthe owner's credentialsShouldthe ownernow wantto
talk to mary smartletgor thetableto all smartletghatarebeing
put on it, or smartletsamongthemseles,to re-distrilkute their
facevalues),protocolssuchas[1], or [4] canbe used.With or
withoutinfrastructuresupport they offer mechanismsvhereby
onegroupmembercantalk to all othersin agroup-wiseauthen-
tic and con dential fashionef ciently, and wherethe change
of groupmembershiganbe madeknown to all relevantparties
with oneor two messageandminimal computationabverhead.

4 Conclusions

This paperillustratedthe useof known conceptsuchassecure
dynamicgroupmanagemerdndWPANS in arealisticbut futur-
istic scenariotheCAS NOyg. Theproposedmartletsareoneof
mary possibleéimplementation®f objectssharinganimportant
characteristidn self-oiganizingnetworks: for a certainlifes-
pan,they follow the samepath,and canthereforebe grouped
and managedogether The bene ts of this approachpesides
the addedsecurityfunctionality, areobvious: lessmanagement
overheadand bettercontrol while self-oiganizing.While most
of thetechnologyto build theCAS NOy is availabletoday the
softwareto run on this technologymustbe“ tted” toful ll the
securityanddynamicgequirementsThereforewe planto usea
simulatorwith supportfor level-of-detailoperationandplugins
to comparedifferentWPANS in securegroupapplicationsAn
adwancedprototypeshouldbecomeavailableinsidea relatively
shorttimeframe(1-2 years).
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