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Abstract

With theadventof moreandmoresmalldeviceswith network-
ing capabilities,theinterestin theirsecureselforganisationhas
grown.Thesedevices– smartletsaswenamedthem– mayhave
multiple transientownershipsand the resultingtrust environ-
mentcanbecomequite complex. Our papertakesa look at a
�ctious next generationcasinoandsomenecessaryhardwareas
an illustration,andexamineswhat operations(suchascrypto-
graphicallysecuregroupmanagement)could becomerelevant
in solvingtheproblemsobservedthere.

1 Intr oduction

With new researchinitiativessuchasthesixth framework pro-
grammeit becomesnecessaryto review previously focusedar-
easandobservetrendsfor futuredevelopment.For wirelessper-
sonalareanetworks(WPANs), wegivesomeexamplesof �elds
of recentinterest.We will proposesolutionsanddiscusshow
futurework in WPANs couldtakeshapeandwhich issuesmust
notbeoverlooked.

We nameonly a few �elds that stirred considerableinter-
est in the recentpast: (a) Sensornetworks:passive network
nodes,recordingdatawhile being pushedaround1; (b) Smart
dust: millimeter-scale,mobile devicescontainingsensors,ac-
tors and communicationscapabilities[2]; (c) Wearable net-
works are emerging in our clothes; networks exist between
nodeson one person(body areanetworks) and betweenper-
sonsthatmovearoundandmeet;(d) Smarttokenssuchastags,
cards,dongles,jetons,etc.They will be usedto enhanceother
devices(e.g.SIM), performsensitive operations,help manage
or remembercomplex con�gurations;(e) Applicationspeci�c,
single-purposesmartlets, suchasfridge magnetsthat compile
shoppinglistsandtalk to yourmobilephonewheneveryouwalk
by.

Other“small” digital gadgetssuchasmobilephones,media
players,cameras,PDAs, etc. still tendto be manageddirectly
by theirowners.However, thereis nodistinctline betweenthese
classesof deviceandonecouldexpectto seemoredevicesthat
work togetherand sharenewly createdservicesamongeach
other. Generally, all theseexamplesarepartof pervasive com-
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1e.g.thefactoidproject[3] tried to extendthis to ”rememberevery pieceof

informationapersonencountersduringhis entirelife.”

puting and networking, or in its �nal consequence,they will
form theambientintelligencelandscape.

Whenwelook at thesenew �elds of research,werecognizea
focusonroutingin ad-hocnetworks,interconnectionwith �x ed
networks,physicallayer/transmissionissuesandsometransport
problemsis recognized.Besides,for specialpurposedemon-
stratorsand prototypesinnovative customhardware hasbeen
built.

What has beenneglectedso far is the aspectof securing
sucha landscapethatwill andhasto becomeincreasinglyself-
organized.This will happenbecauseof (a) the network nodes
(“smartlets”)sheerquantity;(b) their continuousshrinkingand
physicaldisappearance;and(c) the dedicationof simplefunc-
tionsto singleor groupsof smartlets.

To keepupwith managingall thedigital stuff aroundoneself,
grouppoliciesandtaskshave to bede�ned, insteadof trying to
controlthebehaviour of singlenodes.Network managementin
theclassicalsenseis no longerpossibleandcon�gurationof the
network andnodesmustbeperformedwith no or only limited
humaninteraction,startingfrom averyfew trustedcomponents.

In suchenvironments,securityis thenext driversincewe do
not want arbitrarypeopleto play aroundwith our smartletsor
evenworse,we needsomesecurityservicesin placeto prevent
intentionalmisuseof thelittle helpers.Speci�cally we need:

� Authenticationfor sourceidenti�cation of new members
in a group;

� An opaquechannelto exchangesensitivedata;
� Integrity in potentiallyhostileenvironments;
� Defenseagainstmaliciousattacksandrogueusers.
As thoseservicesare typically achieved by cryptographic

primitives, keys will be used,and thesekeys should be dis-
tributed and maintained as we are considering groups of
smartletswith frequentlychangingmemberships.

Someof thesesystemscanreliably performgrouptasksun-
dernormalconditionsandareresistantto failureof singlegroup
membersbecauseof their distributedstructure.However, such
built-in reliability is not suf�cient when groups of network
nodesareunderspeci�c attacksor whennetworks aredenied
of their regularservices.

A promising approachto support secureself-organization
goesbeyond classicalsecurityservices(i.e. PKI) by employ-
ing the servicesof dynamictrust and reputationmanagement
systems.

The next sectiongivesa descriptionof theCASINOng sce-
nario with simpleandadvancedoperations.Thenit continues
with themotivationfor groupoperationsandtheprotocolsused
to drivethem;in Section3 weassessthecurrentstateandfuture



Figure 1: Prototypejeton with network nodeand radio inter-
face(left); commercialradiomodulecomparedto a2 Eurocoin
(right).

developmentsof cryptographicsupportin very small devices,
network technologiesandgroupprotocols.Finally, conclusions
andfuturework arediscussedin Section4.

2 Smart JetonScenario

We introducea scenariothatis not science-�ction-like in terms
of physicalrequirementsbut onethatintroducesall basicprob-
lems occurring in dynamicgroupsof small, mobile network
nodesin unfriendlyenvironments.It is a (physical)casinothat
is run by traditionalrulesbut hassmartjetonsthat featurefull
wirelessnetworkingcapabilities.In amoregenericformulation
it is theideaof combinedphysical/virtualcash2. Suchacombi-
nationhasall theadvantagesof tangiblecurrency andallowsfor
new applicationssuchasreloading,tracing,counting,andtheft
prevention.

Althoughthis scenariomight not yet seemcommerciallyvi-
ableit canbedevelopedasa prototypewith componentsavail-
able today. The hardwaresystemshown in Figure1 measures
about 40 mm in diameterand includeseverything from the
batteryto the small customapplicationprocessorthat imple-
mentssimplenetworkingfunctionality. In addition,theapplica-
tion processorfeaturesdigital andanalogsignalsthatareused
to connectasimpledisplayandsensorsfor on-tablepositioning.

It hasto benotedthattraditionaljetonswith securityprinting
(UV, holograms,inlays,microprintingetc.)andserializednum-
beringhaveprovento behighly counterfeitresistant.Neverthe-
less,thegamingindustrywantsmore�e xibility andis exploring
advanceswith passivejetonsthatallow for somelimited storage
of information3.

2.1 Operations in the CASINOng

The requirementson this jeton softwarearemanifold andare
describedbelow by its behaviour. In thecasinoscenariowedis-
tinguishtwo categoriesof operations:

2Also proposedfor legal tenderwith high denominationby the European
CentralBank.

3For example,Philips is producinga ”Vegas”-versionof the Hitag RF-ID
transponderfor gamingapplications.It is operatingat 125kHz andcomeswith
amemorysizeof 256bytes.
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Figure2: Exampleof aRouletteTable.

� Classicaloperationsencompassbasicveri�cation andval-
idationof jetons.Readingthevaluesis usedfor counting
andsorting.Writing “ear-marks” to the jetonsallows for
moreadvancedapplicationssuchascheckingthevalidity
date,addinga group's or client's nameor evenbet track-
ing. Lastbut not least,basicveri�cation is usedfor secure
exchangeof cashinto jetonsandvice versa.A partof the
operationsis depictedin Figure2 for the exampleof one
roulettegametable.The tablehoststwo playersA andB
andthebankthroughthecroupier. Theplayersplacetheir
betsandtheroulettewheeldrawsRed23.Thelargestpart
of the jetonsgoesto the bank.Only the numericbet on
“20-24” andthebetson“2nd place”and“red” arewinners
for player B andA, respectively. They are paid together
with thebetgainissuedby thebank.In thisprocess,theje-
tonsmustbeableto communicatetheirbetto thetableand
mustbe veri�able aslegitimatejetons.Finally, they must
supportownershiptransferfrom the bankto a playerand
vice-versa.

� Advancedoperationsallow for jetonsto interactwith other
jetons,thegamesandtheenvironment.Someof thesmart
jetonscanthenexchangeinformationaboutthegamesand
the environment,e.g. statistics,informationon rules that
may changedynamically, fairnessobserved,softwareup-
grades,etc.Suchinformationis alwayssignedandforms
the basisof the reputationsystem.This dynamictrust re-



lationshipsstandin contrastto the initial, statictrust rela-
tionshipsgiven by players,employeesof the casino,and
other smart jetons that blend into the background(see
Section2.3). Theconceptsneededto implementthesead-
vancedoperationswill beexplainedbelow in Section2.2.

2.2 Smart Jetonsin Groups
For mostof theadvancedoperationdescribedin Section2.1, the
smartjetonsshouldactin agroupmanner, i.e.noteachindivid-
ual jetononthesamebetshouldinteractwith thecasinosystem,
but all jetonsof thesameplayeron thesamebetshouldbead-
dressedasthesmallestsingleentity – thebetgroupaswe call
it.

Additional groupsare also formed for easeof use in the
casino:All jetonsin the samegameregardlessof the bet are
groupedin thetablegroup4. All jetonsof thesameplayerarein-
sidetheplayergroup5. And �nally all jetonsactivein thecasino
gamesarein thecasinogroup.

Thereby, we introduce the conceptof multi-ownership: a
smartjeton may belongto differentgroups,i.e. it is ownedby
different groups.We illustrate this conceptby describingthe
group membershipsin an exampleCASINOng as depictedin
Figure3:

� Theplayergroupof playerA at theroulettetabledepicted
on the left-handsideconsistsof all greyish jetonson the
tableandin hispocket.Theblackonebelongto theplayer
groupof playerB. Typical operationsin thesegroupsin-
cludeearmarkingandcountingof values.

� Thebetgroupsonthetableplayanimportantroleafterthe
draw. In ourexampleof a roulettetable,thebankmustde-
terminein a fastmannerthewinningand loosinggroups6

respectively aftera draw. Thebetgroupsbelongasmem-
bersto eitheroneof thetwo. The loosinggroupis moved
to the bank,i.e. they leave the playergroupandbecome
membersof the bankgroup.The membersof the winner
groupare addedthe gain accordingto the parametersof
the bet andreturn to the respective player. their bet. The
betgroupformsaneasiermanageableentityfor theplayer:
Insteadof issuinganorderto eachoneof thesmartjetons,
this ordermustonly besentto thebetgroup.E.g.6 jetons
on bet “red 16” shouldbemovedto “red 19” or thevalue
of this betshouldbeincreasedfrom 20Eurosto 60Euros,
tablelimit permitting,etc.

� The table group is importantfor the correctandfair play
assuringthatnojetonsaremovedafter“les jeuxsontfaits”.
The otheroperationson this groupafter thedraw process
werediscussedabove.

� The casino group assuresthe administration of the
CASINOng: On onehand,theperformedoperationsin this
groupallow for statisticsandplanning(which gamesare
popularat whattime,which betbehaviour existsin which
games).Ontheotherhand,throughtrackingoperationsthe
organisationalsecurityis ensured,i.e. fraudandtheft pre-
ventionis implementedthroughoperationsin this group.

4Thisgroupeasesthegameoperation.
5Thereby, the playercanbettercontrolhis possessions.On theotherhand,

theinteractionwith thecashieris mademoreef®cient(nocountingof individual
jetons,thegroupperformsthiscountingin acounterfeitresistantmanner).

6Thesegroupsform togetherthetablegroupexplainedbelow.

Thegroupsdescribedrequiremethodssupportingratherdy-
namicandpotentiallyvery fastmembershipchanges.To beop-
erationalin theCASINOng, theoperationsandthemembership
changesrequiresecurityservices:authentication,con�dential-
ity andintegrity to namejust thebasicones.So,�nally , in order
to becomeoperational,we needa secure,dynamicgroupkey
managementschemesuitedfor multiple, interconnectedgroups
andfor low enddevices– thesmartjetons.

2.3 Trust Relationships

In the CASINOng, one has several competingentities. The
casino,its croupiers,and the customershave con�icting eco-
nomic interests,and the existenceof the groupsoutlined in
Section2.2 illustratethis nicely. However, eachjeton is under
partial control of eachof the competingentitiesat the same
time, andboth the patternsof control and the controlling en-
titieschange.Thismakesfor interestingtrustrelationships.

From an economicperspective, the casino's businessmodel
relieson accountability, i.e. its goal is to maximizethe jetons'
utility to thecasinowhile minimizing thethreatsby bothstupid
andmalicioususers.It will trustits customersto buy thejetons
and thus obtain the right to participatein games(and win or
loosejetons).It mayalsoallow onecustomerto handhis jetons
to anothercustomerdirectly, andit will want to allow both its
customersandits croupiersto verify thevalidity of a jeton.The
customertruststhecasinoto honorhis jetonswhenhecollects
his gains(if any) lateron,andhetruststhecroupiersto run the
gamefairly, accountingfor the placedbets,andcompensating
themby theright amount.

Froma differentperspective, thejetonitself trustsall parties
known to it suf�ciently to prove its identity andauthenticityto
them.It trustspeerjetonsownedby the samecustomersuf�-
ciently to re-negotiateits facevaluewith themif thecustomer
sowishes,andit truststhe table(andthusits croupier)to han-
dleownershiptransfersto andfrom thebank,andbetweencus-
tomers.

In theclassiccasino,mostof theserelationshipsarerealized
by contractualagreement,trust, andbelief. They areenforced
by control,monitoringandauditing.In theCASINOng, we can
replacesomeof thosewith explicit cryptographicmechanisms.
Therebytrustby implicit beliefor contractualagreementcanbe
madeexplicitly dependenton the securityof e.g.groupman-
agementprotocolsandcryptographicprimitives.

Thiscouldevenbetakenasfarasmakingthejetonsanagent
of the customerin tracking the complianceof the casinoto
agreed-uponrules.While thecasinowill trackjetonmovements
to understandcustomerbehaviour andprotectagainstfraud,the
customermay want to have jetonsto keeptrack of table be-
haviour, andthusensurethatcasinoandcroupierareboth run-
ning a straightgame.One customermay even certify this to
othersvia his jetons(or anout-of-bandchannel),therebygiving
riseto a reputationsystemwhichevaluatescasinobehaviour.

Thetypical threatsthatourCASINOng environmentfacesare
impersonation(e.g.theintroductionof fraudulentjetons,or the
ursurpingof acustomersjetonsby anothercustomer),denialof
service(by disruptingcommunicationnetworks in thecasino),
andthebreachof con�dentiality (e.g.onecustomer�guring out
theamountof chipsthatanothercustomerowns).
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Figure3: Groupsin CASINOng.

3 Implementation Issues
Although we choseCASINOng asa scenariothat canbe built
asa prototypesystemtoday, it is worthwhile to review theba-
sic technologycomponentsfor groupsof securesmartletswith
respectto cryptographicrequirements,networking technology
andgroupprotocols.

3.1 Platforms and Cryptographic Systems
Oneof thebasicideasof CASINOng is to replaceajeton'sphys-
ical security featureswith the securenetwork identity of the
smartlet.Thecostof bothapproachesareexpectedto beabout
equalin 2-3years.Theadvantageof thesecurenetworksolution
is to allow more,new and�e xible applications.

It is important that the smartletsare still securedby basic
physicalpropertiesthat arehardto forgeor copy. Fortunately,
tamperresistanceis fairly advancedin smartcardchip technol-
ogy and can be reusedin this context. In addition, read-only
hardware with long, unique serial numbersfor identi�cation
andtruehardwarerandomgeneratorsshouldbepresent.For ba-
sic platformsupport,low powerconsumptionwhenperforming
complex calculationsis requiredandmemoriesandbandwidth
haveto scaleto thenumberof groupmembershipsthatapplica-
tionsrequire.

Basic cryptographic operations are neededin smartletsto
supportfast group operations.When we considerthe exam-
ple of a winnergroupwhich formsafterannouncingtheresult
anddisappearsa few secondslater, we recognizethe needfor
low-latency encryptionandauthenticationfunctions.In group
communicationsthis meansthat at leastsymmetrickey gener-
ation and encryption,DH key-exchanges,PK signatures(e.g.
DSA) and messagedigestalgorithmsmust be provided with
a turn-aroundtime in the millisecondsrange.Consideringthe

“expensive” operationssuchassigningmessages,accelerators
mustbeused.Hardwareimplementationsof thesefunctionsnot
only speedupcalculationsbut mayalsohelpsave energy when
smartletshavenoexternalpowersourceavailable.Chip reales-
tateandpower can be further saved by providing small-scale
versionsof e.g.public key operations.Sucha systemwouldn't
protectonefrom anagency attackonone'ssecret�les but could
besuf�cient for a players'groupbetstatisticsthatbecomesin-
valid aftersomesecondsor minutes.

Commerciallyavailablesystems,suchassmartcards,iBut-
tons,or next generationRF-IDs,alreadyprovidesomeof those
features.More �e xible systems,e.g. basedon con�gurable
logic, will enterthescenein thenext few yearsandwill allow
for a more �ne-grained control over the functionsneeded.In
addition, combinedcommunications/controllerplatformswill
startaddingcryptofunctionalityto their systems.

3.2 Network Technologies

With the investigationof smartdustandotherextremelycon-
straintapplications,fundamentaldiscussionson physicallayer
communicationarise.Basically, therearetwo ways:(1) Optical,
line of sight communicationswasproposedfor its low power
requirementsbut thetechniqueleavesotherpointslikeaddress-
ing andcommunicationwith hiddendevicescompletelyopen.
(2) Radiofrequency (RF) communicationswith groupsof net-
work nodeswithin radio cells. This is well known andsuited
model for group communicationsbut it requiresconsiderable
peakpower for thesmartlets.

However, in theCASINOng andsimilar scenarios,smallbat-
teries,inductive or other alternative power sourcesare possi-
ble solutions.The RF approachis clearly favored becauseof
environmentalrequirementsandtheneedto communicateef�-



cientlyasagroupevenatthephysicallayer. Thefollowinggives
anoverview of existingandfutureWPAN technologies:

� WPANs for cablereplacement(Bluetooth),
� MultimediacapableWPANs basedonfuture802.15.3high

rateandUltra-Wide-Bandstandards,
� WPANs for low-ratecontrolapplications(Zigbee)suchas

sensors,interactive toys, smart badges,remotecontrols,
andhomeautomation,

� VariousRF SystemssuchasWirelessUSB7 with similari-
tiesto cablereplacementandcontrolapplications.

Now, what is really neededfrom thenetwork to supportse-
cure,dynamicgroupapplications?

� A low-latency physicallayer and�e xible MAC level ad-
dressingis needed.

� Multicast supportat MAC level to reducecomplexity at
higherlayers

� Mobility supportacrossdifferentcellsusing(hierarchical)
mobileIP

� Micro mobility WPAN featuressuch as scatternets or
meshesto supportfast,localmovements

� Groupsat the network layermustresultasa commonin-
terfacefor applications,even for systemsusing different
WPAN technologies

� Low power operationmust be supportedwhile smartlets
arein activegroups.

Early experiments,e.g. using Bluetooth as an underlying
technology, haveshown thatlimited multicastsupportandhigh
latency network accessprevent the useof dynamicgroupsat
all. Evenfor morestaticsecuregroups,low latency is important
becauseit addsto the time neededto authenticatenew groups
members.

Generally, systemswith a simple, contention-basedMAC
layer and native multicastsupportare expectedto �t the bill
muchbetterthansystemsthatarebuilt aroundunicastaddress-
ing, connectionsand enumerationschemesthat exceedsome
tensof milliseconds.

Finally, thecostof suchasolutionshouldbecomparableto a
smartcardwhenconsideringpricesfor casinojetonsthatrange
from sometensof Eurocentsto very few Euros.

3.3 Group ManagementProtocols
Onecrucial elementfor small devices is the creationanddis-
mantlingof groupsthatmirror theactuallyvalid trust relation-
ships.While it is perfectlyfeasibleto makeeachdevicehaveits
own identity, andprovide it with a public/privatekey pair in a
tamperresistantenvironment,publickey cryptographyis avery
expensive way to insurecommunicationsecurityfrom a com-
putationalperspective,andit is not alwaysnecessary. Oneway
to reduceoverheadwould be to introducecomputationprox-
ies for the smartlets,anotherway is to usemore lightweight
cryptographicoperationswherever possible.Groupingdevices
accordingto trust relations(creatingtrust domains),and then
performingoperationswithin thesegroupsallows us to exploit
recentadvancesproviding suchlightweightprotocols.

Thefollowing exampleshows thatasymmetriccryptography
canstill playasigni�cant role,whenusedcarefullyin thesmall

7This proprietarysystemis a 2.4 GHz frequency hopping radio with a
CDMA MAC layer. Thetechnologyis not standardized.

device. Considerthe problemthat the smartletand the casino
may want to talk to eachother securelywhen the customer
handsthesmartletsbackto thecroupier, or whenthecustomer
passesthedoorto exit thecasino.Casinoandsmartletcansim-
ply usea sharedsymmetrickey to communicate– if a way can
befoundto convey sucha key to thesmartletbeforehand.One
way would be to seedthe smartletwith the public key of the
casino.Since(e.g. in RSA) signatureveri�cation is muchless
expensive thansignaturecomputation,thecasinocanestablish
andrefreshthesharedsecretbetweenitself andthesmartletby
conveying it over a securelink (i.e. physicalcontactson the
smartlet,or in anelectromagneticallyshieldedroomsuchasthe
vault).Thiskey is signedby thecasino,thusmakingit impossi-
ble for anybodyto impersonatethecasinotowardsthejeton.

Onceacustomeracquiresasmartlet,thecasinocanintroduce
thatownerto thesmartletby giving it theowner'spublickey, or
signingtheowner's credentials.Shouldtheownernow want to
talk to many smartlets(or thetableto all smartletsthatarebeing
put on it, or smartletsamongthemselves,to re-distribute their
facevalues),protocolssuchas[1], or [4] canbeused.With or
without infrastructuresupport,they offer mechanismswhereby
onegroupmembercantalk to all othersin agroup-wiseauthen-
tic and con�dential fashionef�ciently , and wherethe change
of groupmembershipcanbemadeknown to all relevantparties
with oneor two messagesandminimalcomputationaloverhead.

4 Conclusions
Thispaperillustratedtheuseof known conceptssuchassecure
dynamicgroupmanagementandWPANs in arealisticbut futur-
istic scenario,theCASINOng. Theproposedsmartletsareoneof
many possibleimplementationsof objectssharinganimportant
characteristicin self-organizingnetworks: for a certain lifes-
pan,they follow the samepath,andcanthereforebe grouped
and managedtogether. The bene�ts of this approach,besides
theaddedsecurityfunctionality, areobvious: lessmanagement
overheadandbettercontrol while self-organizing.While most
of thetechnologyto build theCASINOng is availabletoday, the
softwareto run on this technologymustbe“�tted” to ful�ll the
securityanddynamicsrequirements.Therefore,weplanto usea
simulatorwith supportfor level-of-detailoperationandplugins
to comparedifferentWPANs in securegroupapplications.An
advancedprototypeshouldbecomeavailableinsidea relatively
shorttimeframe(1-2years).
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