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Abstract

The use of digital data has become more and more commercialized. This is
especially true for digital images, where proofs of origin and of content
integrity are an important issue. This paper describes a problem related to
‘proof of origin’ and proposes a possible solution to it. After a discussion of
the solution, possible extensions and related areas of work are addressed.

1 The Problem

Until now, digital data which was disseminated had no ‘unique’ features. Everybody
received an identical copy of the data. Thus, if one of the copies was illegally distributed, it
was impossible to determine the initiator of the unauthorized distribution. Typical effects are
software piracy, the unauthorized distribution of vector fonts for printers and the distribution
of certain digital images, such as art collections and satellite data. The same holds true for the
distribution of confidential texts or images.

All possible kinds of digital data, such as computer software, fonts, texts, images and sound
suffer from this problem. Only digital data in form of images' will be discussed here.
Although related solutions for other types of digital data might be found, they have not yet
been considered and would exceed the limits of this paper. A possible solution for formatted
text may be found in [9] or [16].

A distributor of digital images of commercia or confidential nature usually is interested in
detecting the source of illegal copies of his data. To do this, he has to provide each recipient
with a different copy of his data. A process called tagging will be described, which includes
hidden information in images, and thus makes distributed instances of an image different from
each other. ‘Hidden’ here means that the inclusion of the data into the image causes quality
degradation which is not perceivable by human eyes, and a receiver of the processed imageis
not able to detect or remove the included tags. As soon as the distributor of the original image

L only digital (or digitized) images are considered, which contain a certain amount of noise, or var-
iance in brightness. Thus images of ‘Roger Rabbit’ may not be acceptable, but a copy of Tizians
‘Pietad’ is.
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somehow receives anillegal copy of it, he should be able to identify the original receiver of this
particular image with high probability, even if the image suffered from some loss of quality.

Naturally, the distributor has to decide if the cost (time and effort) of tagging is adequate to
achieve the intended results. If the distributed images have a short lifetime and are spread to a
large audience, as with Reuters news images, tagging might be less adequate than in an art cat-
alogue. At the same time, secure means for distribution and storage of tagged images have to
be used, e.g. by applying commonly known cryptographic techniques, such as DES[11] or
IDEA[12] for storage and additionally RSA[10] for transmission. Otherwise, a tagged image
might be stolen from a legal customer, causing him to be accused for illegally spreading this
image.

2 Requirements for successful tagging of images

The fundamental solution to the problem of detecting the distribution path of eachimageisto
provide each recipient of an image with a different copy. The difference in the distributed
images will allow the distributor to identify a certain recipient, by determining to whom he has
given thisinstance of the original image.

As soon as a recipient, from now on dubbed enemy, wants to illegally spread his image, he
will use countermeasures like the addition of noise, stretching of the image in one axis, or any
other change which does not destroy the semantics of the image. This makes it more difficult
for the distributor to identify him and has to be taken into account when looking for solutions
to the following requirements:

« A tag? introduced into an image should have maximal information content to allow a good
differentiation between different recipients.

» Thetag should destroy as small as possible an amount of original information in the image.
This guarantees high acceptance of the modified image by the recipient.

» Thedistributor should be able to easily separate the tags from the original image to allow
detection of tags when an illegal copy of an image returns to him.

» There should be no possibility to separate the tags from an image without having access to
the original untagged image.

* Removing or hiding the tags in the image should imply a maximum loss of quality in the
image.

Some of these requirements work against each other, so a balance has to be found in order to
get an optimal result. This balance depends on the actual needs of the distributor, and is influ-
enced by e.g. the number of recipients or the fact if the distributor wants to recognize printed
copies of theimage.

3 Technical Approach

Theissue of tagging images was partitioned into interdependent problems. Possible solutions
to these problems are examined in the following sections. The approach presented here is par-
tially based on heuristics, as formal models and methods have yet to be defined. To do this,
information theoretical and statistical arguments have to be combined and discussed together.
No tightly related work has been found. Although [18] pursues the same goals as this paper,
the chosen approach is strongly related to DCT compression of an image, and has not been
considered further. Loosely connected previous and related work is referenced.

2 The sum of hidden information introduced into the image is named tag.
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3.1 Information that Constitutes the Tags

To allow the distributor to differentiate between multiple instances of the same image, infor-
mation has to be included into them. Inits most abstract form, thisinformation is a sequence of
bits. Experiments have shown that, using the method presented in section 3.2, an image usually
contains some hundred tag bits. Depending on the expected strategies of the enemies, different
usage and interpretation of these bits should be chosen. Under the assumption that enemies do
not cooperate (see section 3.3), the tag bits may provide maximum difference between differ-
ent image instances. Principles applied to the construction of error correcting code[1] (ECC)
can be used to construct highly individual tag sequences. Under other circumstances, random
bit sequences[13] may be used. They are easier to construct than ECCs, and give a better possi-
bility to detect groups of cooperating enemies (see section 3.3).

3.2 Integrating the Tags into the Image

A mechanism has to be found to integrate the above defined tag bits into the image in a non-
localizable manner. The distributor may not simply append the tags to the image, or place them
in well-defined locations of the image, as an enemy might then just remove the tags, without
suffering aloss of quality.

The idea of hiding information in an image to provide means of transferring the information
without detection by an enemy is not new [2][3]. For example, a bitsequence could be directly
integrated into the image by setting the least significant bit of the color values of a pixel to the
value of one bit in the sequence. Nevertheless, currently known mechanisms are not fault toler-
ant, even dlight distortion of the image makes the hidden information unrecoverable®, as no
redundancy is provided.

If the tagging procedure were to be executed by a human he could modify some picture ele-
ments manually, thus minimally changing the semantics of the image. By introducing these
modified elements (such as additional leaves of a depicted tree, a change in a shadow or a shift
in the position of the sun) depending on the chosen bit sequence, a corresponding tag sequence
would be produced. A similar but automated method for tagging purposes could shift borders
detected in the image, replace homogenous areas by dlightly different shades or change line
widths of lines detected in the image. These two approaches (the manual and automatic change
of image semantics) were not examined further, but still remain interesting, as they represent a
near-optimal fulfilment of the requirements stated in section 2.

The approach taken in this work modulates the brightness of chosen rectangles in the image
to hideitstagging information. Independent modulation of RGB color valuesis not suitable, as
greylevel images are deemed to be of quite good quality, and the transformation from color to
greylevel causes an extremely high information loss. Figure 1 illustrates the method.

=M | 28 | =
Original Image Tagged (2%) Tagged (15%)
Figure 1: Example on rectangular tags

To the left, an unmodified section of the image is displayed. The section in the middle is

3 The approach of image tagging might even be used to convey small amounts of information be-
tween communication partners in a unrecognizable and fault-tolerant way.

Assuring Ownership Rights for Digital Images Germano Caronni



14.6.94 Page 4

tagged with a modulation of 2% of the maximal brightness, allowing the recovery of most of
the tags even after printing and rescanning the image. Finally, the section to the right is tagged
with amodulation of 15%, giving the possibility to actually see the embedded rectangles.

Using rectangles introduces a high amount of redundancy for the tag information, allowing
the detection of tags even after strong distortions of the image. Special considerations taken
when placing the rectangles in the image cause them to disappear behind the ‘ natural’ noise in
the image. No rectangle is placed in a region which is too homogenous, or contains a sharp
break, such as an edge. Homogenous regions have to be avoided to prevent enemies from
extrapolating the state of the tag by analyzing the surroundings of the tag, edges have to be
avoided to maintain image quality.

3.3 Recovering Tags from Distorted Images

To recover the tags from a distorted image, the possible actions of the enemies have to be
considered: An enemy can try to work alone, having access to only one tagged image, or a
group of enemies can work together, and devise strategies which use their differently tagged
iImages to defeat the distributor.

An enemy who has access to only one tagged image is not able to detect the tags, asthey are
hidden behind the ‘natural’ noise in the image. He can distort the whole image or regions of it.
This may be a change of contents, like adding noise, quantifying the colorspace of the image,
applying dithering or a change in the form of the image such as stretching it, slightly rotating
it, etc.

Unless this solitary enemy degrades the quality of the image by an amount which makes a
future exploitation unlikely, the redundancy of the tags which were introduced by the distribu-
tor allows a good (> 90%) detection of the tag sequence. Methods to compensate for a change
in form are known (e.g. [4],[5] and [6]), but have yet to be applied.

A group of enemies working together is able to initiate a much stronger attack by mixing or
comparing their differently tagged images. This way, they can reduce the detectability of tags
or even localize a certain amount of them. Estimates on the strength of such attacks may be
found in section 5.2. To solve the problem of cooperating enemies in a better fashion, special
tag sequences or even a different tagging method have to be developed. A possible approach to
do this might be derived from [17].

After the tag sequence is retrieved by the distributor, it is compared with all generated tag
sequences. The ones that are most similar represent the enemy or group of enemies who has
distributed the image.

4 Realisation

In this section, the proposed simple tagging mechanism and the detection of tags shall be
examined in greater detail, after discussing some preliminaries.

The tagging process introduces noise into an image, thus degrading its quality. This quality
degradation (and the degradation that occurs when enemies apply countermeasures to atagged
image) has to be measured. This may be done by some humans, stating their subjective impres-
sion about the image. Preferring more objective data which may be collected in an automated
way another approach has been taken. The correlation coefficient between original and modi-
fied image is measured. This coefficient is calculated on the brightness of each corresponding
pixel inthetwo images (b, (x, y) for theorigina and b, (x, y) for the modified image respec-
tively). It isdefined as:

om

VoVm

R =
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is the covariance between original and modified image, where m, and m,, represent the
mean brightness of either one. v, and v,,, are the variances of the two images, v, is defined as
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When comparing two identical pictures, |R| will have the value of 1, the more differences the
pictures show, the more |R| will decrease towards 0. This method for comparing images can
only be applied to images having the same size, which sometimes might require the preproc-
ng of images

4.1 How to Integrate the Tags

In this tentative realisation of the tagging mechanism, the bitsequence which constitutes the
tagsis generated by a simple random number generator[14]. For more serious applications bet-
ter generators have to be chosen to disallow attacks based on this information.

Tags are represented by rectangles which get modulated onto an image. The more geometri-
cal deformation of the image is expected, the bigger atag should be. They have a fixed size of
2[2 upto 2n2n, (n<min(X, Y)/2) pixels, which ischosen at program start. Tags of 4x4
up to 16x16 pixels have been examined in [8] and in section 5 of this paper. In afirst step, al
locations in the image where a tag could possibly be placed are identified by calculating the
variance of regions of size n[h in the image and comparing it against a upper and a lower
limit. These limits were empirically defined. After having located all possible positions, some
of these positions are randomly chosen, keyed by a so called group identification and a prob-
ability for each possible position to be actually used. Care is taken to provide each rectangle
with a border of n unmodulated pixels. Thisis needed for alater detection of the tags. At the
same time, the direction in which afuture tag may get modulated (brighter/darker) is randomly
chosen.

The location and possible modulation of tags in an image is the same for al customers who
receive thisimage, aslong as the group identification isthe samefor all customers. To differen-
tiate between customers, a serial number is used, again keying a random generator. The thus
generated bitsequence triggers the actual modulation of the tags, and is at the same time used
to add some noise (currently 0.5% of the maximal brightness) to each pixel of the image. The
activation of atag alters the brightness of a corresponding rectangle in the image by e.g. 1%.
Again these values are hardcoded. Figure 2 illustrates the different modulations which are
superimposed on top of the original image.

Actua data on some examples (number of tags and correlation coefficient) may be found in
section 5. Adapting the variance in brightness to the actual variance of the local region might
lead to a noticeable increase in tag detection by the distributor, and will be subject to further
study.

As tag rectangles are placed only in regions with a minimal variance, it is expected that the
‘additional’ information added by the tag disappears behind the image noise. Tags introduced
in an image usually are not visible to a careful observer.

4.2 Recovering the Tags

The algorithm which recovers the tags is designed to exploit the fact that image distortion
introduced by an enemy or e.g. lossy compression algorithm usually are not localized exactly
on the effective tag rectangles. Distortion is expected to equally spread on the rectangles (or

Assuring Ownership Rights for Digital Images Germano Caronni
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Figure 2: Modulation of an image by tagging information

part of them) and their unmodified surroundings. It is aprecondition that the image to be proc-
essed has the same size as the origina image, and that geometrical distortions (like rotation)
have been eliminated from it.

In afirst step, the brightness of each pixel in the received image is subtracted from the origi-
nal one. Now, having knowledge of possible tag positions, the algorithm tries to recover the
original modulation of the rectangle, thus identifying the state of the corresponding bit in the
tag sequence. Around the original tag with size 2n2n an unmodified region of size n should
exist. After the subtraction, the mean brightness of the border region should be 0. The actual
value is calculated, and the so won offset used to correct the mean value for the brightness in
the tag rectangle. Thisis done separately for each quarter of the tag rectangle, allowing afuture
balancing of the four mean values extracted from the rectangle on a nonlinear base. Currently,
just the arithmetic mean of the four values is taken and compared with athreshold. If the mean
valueis higher than 1/2 of the modulation strength of the rectangle, the corresponding tag bit is
taken as‘1’ inthe other caseas‘0'.

After this has been done for each tag rectangle in the image, the distributor is now in posses-
sion of arecovered tag sequence. By comparing it with the stored tag sequences of al custom-
ersthe enemy may beidentified. If agroup of enemies shall be detected, groups of different tag
sequences have to be generated, and just the bits in each sequence which are equal to all cus-
tomersin the assumed group have to be checked.

5 Evaluation

To substantiate some of the claimsin this paper, data has been collected. The main purpose of
this data is to show the detectability of tags in distorted images on the one hand, and on the
other hand give some hints on how strong the quality degradation of the images in the course
of tagging actually is.

5.1 Tagging and Quality Loss

Depending on the size and the ‘noisiness of the image, and on the tag size, a different
number of tags can be placed in the image. Table 1 enumerates the number of tags which was
measured on a variety of randomly collected pictures At the same time values of |R| are dis-

Assuring Ownership Rights for Digital Images Germano Caronni
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played, giving a hint on quality loss introduced by the tagging process.

Image: #Tags | #Tags | #Tags |#Tags | |R|4x4 |R| 8x8 |R| 12x12 |R| 16x16 |R| Ref.

4x4 8x8 12x12 | 16x16 +1%Noise
bud (640x480) 690 427 254 156 .9998552 19998131 .9997896 .9997647 .9988916
zurlim (512x512) 1593 606 282 156 .9999024 .9998786 .9998695 .9998585 .9994244
pic3 (502x900) 614 445 293 204 .9998595 .9998270 .9997997 .9997749 .9988591
ystone (1152x779) | 1208 1076 683 453 .9995562 19994302 .9993338 19992625 .9964358
lake (512x512) 1530 608 299 175 .9998826 .9998515 .9998394 .9998352 .9993038

Table 1: Number of tags and value of correlation coefficient (tagging with 1.2%)

5.2 Countermeasures

As stated in section 3.3 enemies might apply different kinds of modifications to a tagged
image to make it harder for the distributor to recover the tag sequence. The list of possible
modifications and attacks on tagged images in this paper represents in no way an exhaustive
overview, nor doesit prove anything. It just gives a hint on the possibilities of the enemy™.

A group of enemies working together is able to initiate a strong attack. They may simply mix
their images, giving each pixel of their ‘output’ image the value of the mean of al the corre-
sponding pixelsin the different images. This way, they can reduce the detectability of some of
the tag bits by flattening the profile of the corresponding tag rectangles. Additionally they may
compare their images, thus detecting differently modulated tags (see figure 3).

3
Al --:-'ﬁ;*

Tagged Image A Tagged Image B Difference

Figure 3: The detection of differing tags by enemies (20 tags detected)

They are then capable of falsifying their tag sequence. Assuming a randomly constructed bit
sequence as identifier for each customer, N enemies may detect a fraction of 1—21~N of all
tags. As long as the number of enemies is small, the distributor may still identify them by
checking the bits they were not able to detect; if the number of enemies gets larger
(2N = Number of Tags) it isimpossible to detect them.

A solitary enemy is not able to gain any information on the tags in the image. Thus his possi-
ble attacks are of two distinct classes:

1. Modification of image geometry

The enemy may dlightly rotate, shrink, stretch, shift, etc. the whole image, or parts of it.
This causes the locations of tags to be shifted, making it difficult for the distributor to (auto-
matically) check the tags.

Just to give an example, some images have been shrunk by 50%. About 2/3 of al tags were
still detectable, while |R| dropped to about 0.85 and the images were subjectively severely
degraded. The main problem here is to undo the geometrical distortion introduced by an
enemy to allow the subsequent detection of tags. The application of [6] will at |east partially
solve this problem.

4 Usually it is very difficult for the designer of a cryptography or protection related algorithm to
prove the strength of his algorithm, or assess all possible methods to counter it.

Assuring Ownership Rights for Digital Images Germano Caronni
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2. Modification of image content

The goal of content modification is to ‘remove’ the tags from the image, or at least distort

the brightness of tag rectangles as much as possible, thus disallowing the distributor to suc-

cessfully recover the bit sequence hidden in them. Image content modification comprises
many possibilities. The following mechanisms have been employed to gain some data:

» Noise has been randomly added to the tagged image. The noise has been added to the
brightness of each pixel, changing it by £ 2%, respectively +4% of its maximal value.

* The JPEG lossy image compression algorithm[15] has been employed on the tagged
images. The quality of the image was reduced to 75% and 30% respectively, where a
quality of 30% represents a rather degraded picture.

» The colorspace of the tagged image has been reduced to 32 colors. At the same time dith-
ering with Floyd-Steinberg error diffusion has been employed. The output of this step is
in the range of avery sophisticated color printer.

Table 2 depicts the quality loss experienced when employing above methods on the original

images (col: number of colorsin the original image):

Noise 2% Noise 4% JPEG Q75 JPEG Q30 FSQUANT 32
bud 256 col| .9969303 .9879267 .9941969 9749811 .9900836
zurlim  >99999 col| .9983958 .9935527 .9971826 .9918425 .9949042
pic3 76540 col| .9968435 0875711 .9984049 .9965283 9725430
ystone  >09999 col| .9901941 .9624366 .9959695 .9912676 .9583207
lake >99999 col| .9980696 .9923478 .9971620 .9942864 .9911683

Table 2: Quality degradation after distortion of original images

A very specia kind of modification is the repeated tagging of an already tagged image.
Some trials assuming the knowledge of the tagging algorithm and all its parameters except
the group identification and the original picture have shown a quality degradation of about
0.0002 per tagging iteration, and a loss of 3-4% of the original tags per iteration. After
about the fifth iteration the images subjectively become more and more distorted.

5.3 Success in Recovering the Tags

Having produced a variety of tagged images (tagged with different tag sizes and differing
strength of tag rectangle modulation) the content distortions mentioned above have been
applied. Afterwards the tag sequences were recovered and compared with the originally intro-
duced tags. Table 3 enumerates the percentage of tags that were successfully detected in each
case for different tag sizes and tag modulation strengths.

Using a modulation strength of 2% and atag size of 16x16 pixels, it was possible to recover
75% of the tags from enlarged, (color-)printed and rescanned images.

6 Summary and Future Work

A new and interesting problem has been presented, and some basic approaches for a solution
have been discussed. Although thereis till alot of work to do, the results are promising. Addi-
tiona efforts on both the theoretical and the practical side need to be done on at least the fol-
lowing points:

» Explore other forms of tagging and modulation of tags, including ‘Adaptive Tagging' .
» Explore hierarchical distribution paths for the images (multiple tagging?).

» Apply ‘tagging’ to sound (Tagging text has in the meantime been done by [9])

» Prove the nondetectability of tags introduced into images.

Assuring Ownership Rights for Digital Images Germano Caronni
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Noise 2% Noise 4% JPEG Q75 JPEG Q30 FSQUANT 32
4x4  8x8 12x12 16x16( 4x4  8x8 12x12 16x16| 4x4 8x8 12x12 16x16| 4x4 8x8 12x12 16x16| 4x4 8x8 12x12 16x16
bud 1,0%)81 98 99 100/68 83 90 99|82 99 100 100|63 83 93 100(76 91 94 98
1,2%]84 98 100 100(70 85 93 99|85 100 100 100|65 86 96 100(72 91 94 99
1,4%]88 99 100 10073 90 97 100|89 100 100 100|68 92 99 100(82 96 95 98
zurlim 1,081 98 100 100|/68 87 93 97|82 99 100 100|65 83 96 98|75 90 92 94
1,2%]85 99 100 100/70 89 96 99|86 100 100 100|66 87 98 99|78 93 94 94
1,4%] 88 100 100 10073 92 99 100|89 100 100 100|69 90 99 100(81 95 95 96
pic3 1,083 98 100 100|/69 84 96 98|83 99 99 10066 85 96 99(68 84 86 92
1,2%]85 99 100 10071 86 96 99|84 99 100 10066 89 96 100(71 84 88 94
1,4%] 88 100 100 10074 91 99 99|88 100 100 100|69 94 99 100|776 89 94 94
ystone 1,082 97 99 100168 83 94 98|85 99 100 100|67 89 96 99|72 86 87 90
1,2%]85 98 100 100(70 86 95 99|85 100 100 100|68 91 98 100(76 88 89 90
1,4%]89 99 100 10073 90 98 100|89 100 100 100|71 94 99 100(79 90 90 92
lake 1,080 98 99 10067 88 94 98|83 99 100 10068 86 96 99(/69 85 88 94
1,2%]83 99 100 100/69 90 96 100|186 99 100 100|{69 89 98 99|71 87 90 93
1,4%] 87 100 100 10072 94 98 100|89 100 100 100|71 93 99 100(73 89 92 94
Table 3: Measured success in detecting tags (in percent)

» Define probability limits for detecting enemies after receiving distorted images.

» Explore other geometrical shapes or overlapping shapesto carry tag information. Is spread
spectrum technology applicable to the process of tagging?

» Adapt the ‘decomposition of deformation’[6] to the analysis of tagged images.

» Develop better tag sequences for groups of enemies.

» Do extensive tests on different types of images.

» Find aternative methods to measure quality degradation of images.

* Analyze tagging in connection with confidential data and for steganographic purposes.

» Classify different possible types of tagging mechanisms, depending on the kind of docu-
ment which isto be tagged.

» Study this approach in relation to the detection of covert channels|[7].
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