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Abstract

Currently, two different approaches are being pursued
for securing the Internet with respect to commercial use
on a broad scale. The properties of these two approaches—
application coupled security vs. network coupled security
— will be discussed and compared. e will then focus on
KIP as an example for network coupled security, and
show how it can be used to provide easily upgradable
‘plug & play' cryptographic security. Providing upgrad-
able security isan ideal base for the employment of organ-
ically growing security infrastructures, whose members
still need to communi cate with unsecured peers.
Keywords: Network layer security, IP security, SKIP,
dynamic security, flexible up- and downgrading.

1 Introduction

The Internet is growing up. Due to strongly increasing
commercial usage, new problems have come into the
focus of its different user communities. The net is no
longer a playfield for academic research and related user
groups, but an area where significant amounts of money
can be made — and lost.

To satisfy the strong and urgent need for security in the
Internet, a multitude of security solutions (such as “ad
hoc” packet filtering and firewall methods) are being
deployed[1]. However, these solutions are mostly isolated,
and no interoperability is foreseen for the conceptually
different approaches. Some of the isolated solutions work
in close cooperation with applications, some are coupled
to the operating system or are even embedded in the link
layer. In this paper, we will concentrate on a very generic
solution which introduces security on the network layer
and tries to give afoundation for an unifying solution. Our
main goal is to show how authentication and encryption
can be deployed throughout the Internet in a scalable man-
ner. This will be done by expanding the functionality of
the key management protocol ‘ Simple Keymanagement in
IP' (SKIP)[2], which is one of the efforts at network layer
key management currently pursued in the Internet Engi-
neering Task Force (IETF).

The paper first discusses the merits of providing secu-
rity coupled to the application or the network. A concise
description of the inner workings of SKIP will then lead to
an explanation of a method to dynamically up- and down-
grade security properties of a communication relation. At
the same time advantages and inherent vulnerabilities of
this method are presented.

2 Network and Application Coupled Security

Current approaches to provide communication security
to the users of the Internet can be separated into two broad
classes. One provides authentication and encryption
closely coupled to the secured application, the other does
this (possibly for a whole end system at once) by being
integrated into the operating system, e.g. in the network or
transport layer. This section collects the arguments for and
against both solutions, and explains why we choose to pur-
sue the approach of network coupled security.

Application coupled security usually resides in the
application itself, or in the transport layer of the ISO/ OSI
reference model[3] It should not be mistaken as applica-
tion layer security. Network coupled security usually
resides within the network layer and may be placed in the
operating system in question, or a higher layer in the sys-
tem architecture. The main distinctive property of the two
forms of security is the place where they are located
within an end system. The coupling with the SO/ OSI lay-
ersisweak, asFigure 1 clarifies.

Appl(i)(r:ati ons | Application | FTP/SMTP/RPC
. . Presentation | XDR
Libraries A Session
Core System Transport |TCP/UDP
(Kernel) N Network  |IP
Link Ethernet /ATM
External HW [ Physical

A=Appl. coupled N =Network coupled

Figure 1 Layering vs. place of integration

Application coupled security may be realized by dedi-
cated applications such as ‘ secure shell’[4] and encrypting
digital telephones such as ‘Nautilus or ‘Speak Freely’.
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Extensions which fit closely under an application, such as
secure RPC, encrypting telnet, or, best known, the ‘secure
socket layer’ (SSL)[5] aso provide this type of security.
Application coupled security solutions usualy demand
that the application be security-aware, handles special
conditions or errors, and provides proof of authenticity
(certificates) and keying material.

In contrast to application coupled security, as pre-
sented above, network coupled security is placed within
the operating system itself, usually within the network
layer, and thus does not depend on reliable transport
mechanisms. In certain scenarios, it may also be placed on
intermediate systems. The most popular network layer is
the Internet Protocol (IP), which is undergoing a major
redesign[6] under the supervision of the Internet Engineer-
ing Task Force (IETF). The IETF forum is pursuing the
goal to provide secure networking infrastructure in the IP
security (IPSEC) working group that has been founded in
late 1994. Some months ago, IPSEC has turned out pro-
posed standards as to what the security framework in |Pv4
and IPv6 will look like (RFC 1825, see [17]) and how
authentication and encryption are to be done (RFC 1826 —
1829). There are first implementations offering this ser-
vice, both under IPv4 and I Pv6.

The currently pursued approaches on the network layer
of the Internet Protocol (1P) suite extend I P packets by the
new building blocks ‘Authentication Header’ (AH) and
‘Encapsulating Security Payload’ (ESP) which are used to
secure payload and headers. These mechanisms assume
that a shared secret is available to the two parties that want
to communicate. How the shared secret is established is a
problem of key management, which will be addressed in
section 3.

2.1 A Discussion of Merits

Application coupled security is very sophisticated and
certainly achieves al needs for private and reliable com-
munication of applications. Nevertheless, there are sub-
stantial incentives not to bind security tightly to the
application environment, but haveit residein the operating
system, e.g. on the network layer itself. Advantages and
disadvantages of these two classes of solutions will now
be discussed.

Advantages of Application Coupled Security:
* The application is most able to decide what data falls

under what security constraints. In a classical system
this requires the application to be specifically designed
security aware, in dynamic and configurable
approaches (e.g. see[7]) this can be achieved by speci-
fying the security relevant application requirements.
Depending on the type of data that isto be transmitted,
the appropriate actions can be taken.

» Assuming that the application carries out al security-
relevant operations within its own environment, there
is no need to invest any trust in a lower layer or inde-
pendent components.

» No keys have to be transferred to lower layers, the vis-
ibility of this critical information can thus be most lim-
ited.

Disadvantages:

» By introducing security infrastructure closely coupled
to the application, usually in the application itself, or in
alibrary that islinked to it (eventually at run-time), the
behaviour of this infrastructure is susceptible to influ-
ences from the application. Thus, components of the
application have to be re-implemented, or verified, to
assure that the system offers the promised security. An
application that wishes to circumvent security relevant
requirements of the environment can do so, which may
be arisk in certain scenarios. Assuring the integrity of
software components also becomes an issue here.

» Keeping the employed algorithms, certificates and rev-
ocations synchronized in a growing infrastructure of
different security architectures can lead to wrong con-
figurations. Additionally the issue of interoperability
for independently developed but interoperating appli-
cations arises.

» If no external services at all shall be used, key storage
(and management) has to be supplied by the applica-
tion. This may cause problems. e.g. concerning scalea-
bility.

Advantages of Network Layer coupled Security:

e Mechanisms and interfaces are equal for all applica-
tions on one machine. After correctness and security of
cryptographic elements have been shown, no addi-
tional work (conceptual/ implementation) is needed to
use them in other applications.

» Applications and users utilizing the network layer may
access distributed key databases transparently, ideally
without the application even notifying it. This aso
allows for a wholly transparent encapsulation of secu-
rity and key management mechanisms.

* Providing security on the network layer, alows for
intermediate systems such as routers and firewalls to
perform (additional) operations on the communicated
data. This allows an intelligent implementation of vir-
tual networks and ‘soft’ link encryption.

Disadvantages:
» If security is done in the network layer, the application

has to trust this layer unconditionally.

» Theencryption of data always is always done the same
way for one specific communication channel, not
depending on the actual meaning of the data. A part of
the flexibility available on the application layer islost.

e A per-user key is more difficult to realize, and adds to
the complexity of the communication infrastructure.
When network layer security is employed, the layering
principle is being violated implicitly when user identi-
ties are taken into account on this layer.

One has to remember, that on today’s widely deployed
machine architectures, the components of the system that
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control the network layer are also able to dominate the
application. This means that no application is able to hide
information from another application or user with specia
privileges. The arguments for keeping security near to the
application to reduce the amount of required trust are con-
siderably weakened by these facts. In the end it is just a
guestion of expense an enemy with systems privilegeson a
machine has to go to to access the data that is to be kept
Secret.

To achieve a centralisation of the infrastructure and a
unification of services (interoperability) it pays to inte-
grate the security mechanisms with the operating system.
This provides authentication and encryption to existing
applications in a transparent manner, and without incur-
ring the risk that future applications circumvent the system
wide security requirements. On the one hand we observe a
system which is structurally more secure, and allows for
transparency, but on the other hand by coupling security to
the application, either in the application layer or in the net-
work layer, better control over what actions have to be per-
formed on which data is granted to the security-aware
application itself.

2.2 Proposed Architecture

We believe future solutions that provide communica-
tion security will reside partly in the application space,
and partly near the network layer. This is not an ‘either/
or' decision, but rather an ‘and’, actually traversing and
encompassing multiple layers. Bulk data cryptographic
operations are to be performed on the network layer,
which isusually tightly coupled with the rest of the operat-
ing system and thus allows for efficient employment and
scheduling of potentially available dedicated hardware,
random number sources and so on. At the same time, sys-
tem wide policiesthat have been defined by asite adminis-
trator can be enforced without individual users being able
to circumvent them. This has to be supplemented by an
APl and other utilities residing in the application space
which allow to define the policy which the communicating
application itself wants to enforce, and which provide the
application with information about the level of authentic-
ity a connection actually has, and what algorithms for data
encryption and authentication are being used. Figure 2
depicts possible segmentation of and the relations in such
an architecture. In the foreseeable future, applications on
widely deployed platforms will have to hope for system
integrity, as no provably secure environments exist for the
general user.

While a part of this architecture can be realized by
employing AH and ESP in the IP protocol stack on the
network layer, the abstract database which provides keys
and policiesisrealized by key management approaches.

' <M anagement-Tool s>
Applications |
Keysand
Shared'libraries system-wide
providing APls policies
, Security Assurance Kernel
Communi-
cation
subsystem Crypto-Engines

Figure 2 Possible placement of components

3 Key Management using SKIP

One problem not depending on the placement of the
security mechanisms is key management. Somehow, an
infrastructure has to be available that allows communicat-
ing peers to verify their respective identities, and to estab-
lish a shared secret used for bulk data encryption.

In this section, we will discuss one key management
approach dedicated to the network layer mechanisms. The
primary goal of security on the IP layer is to achieve pri-
vate and authenticated communication between end sys-
tems, or aternatively between complete networks via
firewalls. The employed system is structured such that the
existing (and appreciated) properties of IP like the ability
for e.g. re-routing, load balancing and crash recovery are
maintained, and only a minimal overhead is being intro-
duced in order to secure the network traffic. At the same
time, the system is flexible and extensible enough to alow
for future extensions like per-user or per-port keying, sup-
port of smartcards, secure multicasting, migration to IP
v6, addition of new algorithms, etc.

Currently, two different approaches in key manage-
ment (Oakley[12] and SKIP) are being pursued by the
IETF working group on IP security (IPSEC). Although
they offer a common subset of functionality, their funda-
mental approaches of solving the key management prob-
lem are vastly different. As SKIP is used to redlize the
mechanisms proposed in the following section, we will
now elaborate on the key management and certificate dis-
covery properties of it. For further discussion and compar-
ison please refer to [8].

‘Simple Key Management in the Internet Protocol’
(SKIP) relies on the fact that a public certificate (signed
e.g. by a certificate authority, or by oneself and other
trusted entities using the PGP[10] infrastructure), is some-
how provided to the communicating peer. No context is
needed during the lifetime of a communication association
(other than for efficiency reasons), thus switching from
one host to another (as long as both hold the same secret
part of the certificate) can be done easily. As SKIP does
not reintroduce the notion of hard states bel ow of the state-
less IP layer, the establishment of a shared secrets is
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designed to happen implicitly. Each participant accesses a
certificate, which contains the public value of the peer, by
fetching it from a database or retrieving it via the built-in
certificate discovery protocol (see below).

The acquired public value of the communication peer
is combined with the system’s own secret value using the
DiffieeHellman scheme[9], thus resulting in the same,
shared secret on both sides. As the shared secret should be
usable for a long time (it might be expensive to create a
new correctly signed certificate) it is not used to encrypt
data directly. Instead, arandom traffic key is generated and
used to encrypt data, and this random traffic key is
encrypted with the long-lived shared secret, using a sym-
metric algorithm. In-band communication is used to trans-
fer algorithm choices and the bulk traffic keying material.

SKIP certificate discovery is the most scalable way in
which communication peers can retrieve the certificates of
each other. The certificate discovery protocol (CDP)[13]
alows for requests to be made using out-of-band commu-
nication, and is most efficient if a simple request-response
protocol can be devised to provide sufficient data to the
peer to establish a shared secret. The protocol actualy
alows for independence from servers of any kind, aslong
as the received certificate contains a signature from a
trusted entity. After briefly covering some limitations of
the key management aspect in SKIP, we will elaborate on
how the CDP can be used to provide for a large deploy-
ment of secure communication infrastructure in the Inter-
net.

It is the duty of the key management process that pro-
vides keying material to the network layer to alow the
user to discover the actua ‘quality’ of the security that has
been achieved in talking to the peer. The keying materia
used by the hosts that follow the scheme presented in sec-
tion 4 may be authenticated. But new hosts, that are not
embedded in a larger organisation, and just acquired the
capability to run in secure mode usually do not own such
authenticated keys. They will use dynamically generated
and unsigned public values instead. The dynamically gen-
erated DH public values should not be authenticated by
on-line certification authorities, and are thus not bound
cryptographically to an identity. They offer weak security
only, and are similar to the public values that are presented
in[16].

4 Large Deployment

By using network layer security mechanisms, security
can be deployed throughout the Internet without making
applications security-aware. Users of different communi-
ties may use SKIP to fulfil their needs, as long as the con-
figuration of SKIP representstheir policy.

A high degree of importance should be placed on ‘ plug
& play’ capabilities for security in the network layer. An
average user who upgrades his machine to secure network-
ing wants to incur as small an amount as possible of over-
head and ‘new’ problems. Thus his machine should be

ableto switch into ‘ privacy’ mode without having to own a
certificate, and the user or administrator should be allowed
to easily define (and control) the behaviour of his machine.

In view of increasing emphasis on providing private
and authenticated communications between hosts, the eas-
iest solution would be to require that hosts secure al traf-
fic, and also expect all received communications to be
secured. However, most hosts do not yet have the capabili-
tiesto perform secure communications, thus a host enforc-
ing this policy would loose its ability to communicate with
most other hosts in the Internet.

It is desirable to have a scheme to alow the dynamic
detection of security capabilities of a host, and instigation
of the use of encryption and authentication if such capabil-
ities are detected. The following scheme alows a host
administrator to specify a security policy that dictates:
“Require encryption to host A. Always speak in the clear
to host B. Other hosts may connect in the clear, but use
security mechanisms if both sides provide them.”

This leads to an immediate consequence: To allow for
awidespread adoption of encryption and authentication on
the network layer, key management protocols and ‘policy
engines’ need to allow three types of connections, and
need to have the ability to upgrade, and eventually down-
grade, the current level of security. The three types of con-
nections are ‘clear’, ‘secure’, and ‘optionaly secure'.
Each host assignsits peers to one of the classes.

As users indulging in secure communications want to
incur minimal overhead while a clear connection is
upgraded to the optionally secure mode, data should
(optionally) be exchangeable right from the start. An
active Internet host exchanging traffic with many other
sites will not be willing to endure delay for initial connec-
tions and noticeable initial delay would hamper its perfor-
mance and thus the use of security protocols such as SKIP.
Even though the discovery of whether encryption and
authentication may be used takes some time, the scheme
must not cause noticeable delays, before the users data is
sent.

The scheme aso has to correctly recover from states
where a host ceases to handle encryption (e.g. the host
looses its secret key or boots another operating system that
does not provide security). In such an event, optionally
secure communication must be able to fall back to clear
communication.

The behaviour described
in above paragraphs can be
easily obtained by letting
packets flow in the clear ini-
tially  (this should be
optional, depending on site max. idle time
configuration), while simul-  3ge, 'usage, mode
taneously attempting to com- end record
plete a certificate exchange Figure 3 Cache record
using the CDP with one or
more target hosts. If a certificate exchange is successful,
both sides can begin to encrypt and/ or authenticate the
packets that are sent. Capabilities of peer hosts are cached,

record is
remote IP address
remote public value
own public value
own secret value
auxillary data
idle time
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Figure 3 represents possible contents of such a record.
Here ‘age’ is the age of the record, ‘usage’ represents the
intensity of the traffic, and ‘mode’ is in this case either
‘clear’, or ‘opt. secure’. ‘Max. idle time' is variable (see
below) and if the actual ‘idle time' reaches this limit, the
record is discarded.
During normal oper-
aion, a ’'clear traffic
record is created, allow-

initialize is
find record
if (no record) then
create ‘clear’ record

this embodiment, a separate maximum idle time can be
dynamically calculated for each host, based on factors
such as the location of the host, analysis of past communi-
cation history with this hogt, etc. By updating these values
on the fly, more efficient behaviour is achieved.

It should @S0 cache aging is
be possible for the  for each record do
administrator to increment idle time and age

. . if (idle time > max. idle time) then
specify a behaviour remove record

ing the remote hosts to
send and receive clear
packets. At the same
time, one of the hosts

if (own IP < remote IP) then
initiate CDP PUSH/GET
end if
end if
return record

will initiate a certificate end initialize

discovery for the other

Figure 4 Create record

where no down-
grading occurs, and
cache entries that
are created for
secure communica-
tions are kept alive

end if
max. idle time of record :=
f(idle time, usage, age, ...)
done

end cache aging

Figure 7 Cache aging

side (see Figure 4). Only
one certificate discovery isinitiated between two hosts, as
long as no remapping of | P addresses takes place by inter-

indefinitely. This would allow clear sites to upgrade, but
disable the automatic fall-back. Once a host used encryp-
tion, manual reconfiguration is needed to allow this host to

mediate systems.
Figure 5 and Fig-
ure 6 represent this
behaviour in algorith-
mic fashion for the
receiving and the
sending side. If the
certificate discovery is
successful, both par-
ties will upgrade their
communications  to
the default optional

clear IP received is
record := initialize()
if (record is ‘clear’) deliver
if (record is ‘opt. secure’) then
if (age of record < e.g. 20”) then
deliver
else
discard
end if
end if
end clear IP received

Figure 5 Handle clear input

security settings and change the cache entries to require
encrypted and authenticated traffic.

While  secured
traffic flows, this set-
ting stays valid. If
traffic  ceases to
flow, and thus the
cached record
expires  dfter a
while, it is removed.

outgoing IP is

record := initialize()

if (record is ‘clear’) deliver

if (record is ‘opt. secure’) then
process and deliver

end if

if (record is ‘CDP in progress’) then
queue packet for 10”
OR until CDP complete
process and/or deliver

communicate in the clear.
If ahost receiVes secyre 1P received is

a secured |P packet
from a peer for
which it does not
hold a cached entry
specifying its capa
bility to do so, the
host should initiate
a certificate discov-
ery, and upgrade to
optionally  secure
mode. Such a condi-
tion arises form e.g.
a natural time-out of
a cached entry when
no communication
took place for
longer time. Figure 8

find record
if (no record) create ‘clear’ record
if (record is ‘clear’) then
initiate CDP PUSH/GET
gueue packet for 10”
OR until CDP complete
end if
if (record is ‘opt. secure’) then
if (own public value
as used by peer is
obsolete or unknown) then
CDP PUSH new value
discard packet
else
process and deliver
idle time :=0
increment usage
end if
end if

end secure IP received
a Figure 8 Handle secure input

describes in detail how to proceed if a secure IP packet is

received.

Although the security in the ‘large deployment’

end if
end outgoing IP

Figure 6 Handle output

It has become ques-
tionable whether the
former peer is still
able to run in
encrypted mode. The same holds true if ICMP messages
of type ’Protocol unreachable’ are received from the host,
or the host beginsto send datain the clear. It should be left
to the administrator of the site which of these indications
he wants to trust that the former peer lost its capabilities
for secure communications. We suggest using a maximum
idletime in the order of 5 minutes, and honoring the ICMP
message unless secure traffic has been received within the
last minute, but logging all downgradings of security prop-
erties in avisible manner. We also suggest to ignore clear
datathat isreceived, asin that case the cache expiry mech-
anism will provide for a delayed fallback in any case. Fig-
ure 7 represents an algorithmic representation of the cache
aging process, which is invoked e.g. every 5 seconds. In

scheme is susceptible to "man in the middle’ attacks, and
several active 'denial of service' attacks, the scheme
allows hosts to encrypt and authenticate traffic which
would otherwise travel in the clear. In this design, mali-
cious interactions cause a wrong behaviour only on a per
session basis, and not for all time. As much clear traffic as
possible is encrypted to thwart the far more widespread
passive attacks. As the traffic may not be upgraded to a
secure connection until after some packets have been sent
in the clear, an active attack may force the hosts to speak
in the clear when they could be encrypting. If an active
enemy is stubborn enough to pursue this at al times, he
will be detectable quite easily.

Since the communication would otherwise be com-
pletely unsecured it is acceptable to provide aweak degree
of security, aslong asthe users are aware of itslimitations.
And as soon as the user upgrades to an authenticated cer-
tificate, and makes it available to a broad community, the
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degree of security available to him rises dramatically. This
flexible upgrading, we hope, will alow to make the Inter-
net secure for everybody who cares.

5 Outlook & Summary

After giving a rationale for placing security mecha-
nisms in the network layer, we have explained how SKIP
can be used to rapidly deploy security throughout the
Internet. Depending on the policies of the participants, and
on the availability of operating systems that are capable of
secure communications, ever larger parts of the Internet
may thus become secure in an organic fashion. This is
achieved by allowing the dynamic up- and downgrading of
the security between two communicating peers. SKIP pro-
vides most of these capabilities.

Assuming that a PGP like infrastructure for public
keys used in the network layer security packages will be
available soon, the user can then employ the well known
techniques of web-of-trust to grow into a secure environ-
ment. Users already embedded in an hierarchical environ-
ment can just add a certificate as it is provided by their
CA. This flexibility is possible by three new messages
(appertaining to different namespaces) to establish a
shared secret in SKIP. The three messages are the tradi-
tional certificate, a message providing unauthenticated
ephemeral key material, and, most valuable, a message
providing authenticated ephemeral keying material and
perfect forward secrecy (see [11] and [14] for details). The
last message can only be used if the identity (and certifi-
cate) of the potential peer isalready known, but isthe most
powerful of those taken into consideration, as it provides
both authenticity for the potential peer, and anonymity
against passive attackers in one single message. These
three types of messages can be combined into two-way
exchanges, providing a series of small protocols, each
with valuable properties.

Other issues for further study are how to provide key-
ing material in an efficient and scalable manner to the
members of a large multicast group, and how to valuate
the use of key rings as they are provided by the PGP infra-
structure. [15] addresses the theoretical aspect of ‘web of
trust’, and a related efficient and practical solution has to
be found.

Availability

SKIP is readily available in source form for multiple
platforms in the whole world, and performs well in pilot
installations, either using manual keying, a local X.509
certificate infrastructure, or supporting a chipcard offering
securely authenticated and ephemeral keying.

Source is available: (international source release)
"http:/lwww.tik.ee.ethz.ch/~skip’ and (in the U.S. of A.
only) "http://skip.incog.com’.
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